
1 

A Case Study: Preparing for the Smart Grids 
 

Identifying Current Practice for Information Security Incident 
Management in the Power Industry 

 

Maria B. Line 
PhD student/Research Scientist 

NTNU/SINTEF 
 

maria.b.line@item.ntnu.no 

7th Intl Conference on IT Security Incident Management and IT Forensics (IMF) – 12.-14.03.2013 



2 

•  Smart Grids in brief 

•  A case study in the power industry 

•  Resilience Engineering 

And the next 40 minutes 
will be about… 



3 

•  Norwegian Uni of Science and Technology, 
Dept of Telematics 
•  Offers MSc/PhD in communication tech 
•  Information security 
•  26 Profs, 41 PhD/PostDocs 

•  SINTEF 
•  Largest independent, non-commercial 

research organization in Scandinavia 
•  ~2000 employees 
•  Contract research 

About NTNU/ITEM and SINTEF 

Technology for 
a better society	


Photo: Roger Midtstraum	


Photo: SINTEF	
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•  Modernization of the distribution 
grid (low voltage) 

•  Monitoring and control 

•  Smart Meters: two-way 
communication 

•  Automatic reading every hour 
 more correct invoicing 

•  Consumers will also be producers 
– prosumers: 

•  Solar panels, wind mills, 
water heaters, electric cars 

 

Smart Grids in brief 
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Main projects in Norway: 
Smart Energy Hvaler, Smart City Halden, 
Demo Steinkjer, DeVID 

 

http://w
w

w.tu.no/it/article287762.ece	
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AMI 
Advanced metering 
infrastructure 

By Hanne Sæle, SINTEF Energy 
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•  AMI – smart meters – is the first 
step towards smart grids: 

•  2015-12-31(?): 80% of all 
power consumers should 
have a smart meter 

•  2019-1-1: Close to 100% 
should have a smart meter 

•  This is the responsibility of the 
distribution system operators. 

Goals for Norway 

Kamstrup	


Aidon	
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By Hanne Sæle, SINTEF Energy 

The power industry in Norway	
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Problem 
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•  RQ 1: 
Which elements comprise current practice for ICT and ICS security incident 
management among distribution system operators (DSOs) in the power 
industry? 

•  RQ 2: 
Which non-conformities can be identified when comparing current practice 
among distribution system operators (DSOs) in the power industry with 
standards and recommended practice? 

•  RQ 3: 
How can incident management be measured? 

Research questions 
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•  Studying current practice in the power industry on information security incident 
management 
•  Large DSOs – Distribution System Operators 

•  IT, IT security, Automation and control 
•  19 interviews performed 

•  To do: Transcribe and analyse thoroughly 

Method: Case study – semi-structured interviews 
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From ISO/IEC 27035: The five phases of information security incident management	


PLAN AND PREPARE 

LESSONS LEARNT 

RESPONSES 

DETECTION AND REPORTING 

ASSESSMENT AND DECISION 
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From ISO/IEC 27035: The first phase – Plan and prepare	
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From ISO/IEC 27035: The next phases – Detection and reporting; Assessment and decision; Responses	
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From ISO/IEC 27035: The fifth phase – Lessons learnt	
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•  Lack of systematic approach to incident management 

•  Lack of cooperation between IT and power automation staff 

•  Still, they seem to succeed… 
•  Low turnover 
•  The worst incidents are still to come…? 

Preliminary conclusions 



17 

•  Immanent property of a system. Can not be implemented over night. 

•  Notice the things that go right, learn from them, as opposed to things that go wrong. 
Increase the number of things that go right. 

•  Resilience in three levels: 
•  The ability to prevent something bad from happening 
•  The ability to prevent something bad turning into something worse 
•  The ability to successfully recover after something bad happened 

•  Being able to recognize a situation that requires a response. Being preoccupied with 
failure. Categorize the situation properly. Escalate at the right time. 

Resilience Engineering 
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The four basic abilities of resilience engineering 

By Erik Hollnagel	
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The irony of resilience 

•  The competence that is needed for responding to unexpected incidents, is also the 
competence that might be reduced through many attempts to anticipate incidents and 
prepare for them. 

•  Resilience is about being prepared – and being prepared to be unprepared. 
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•  MSc project: Measuring information security – currently writing paper 

•  MSc thesis: Study how recent major ICT security incidents have been responded to 

•  Experts in Teams: Privacy issues, recommendations for the DSOs 

•  Study differences between large and smaller DSOs 
•  New series of interviews: small DSOs (~20 employees) 

•  Retrospectives: after an incident 

•  Observations: Visit a DSO, walk and talk, observe meetings and interactions 
•  "Don't underestimate the coffee machine” 

•  Study documentation, compare to interview findings 

(In the near) future work 
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•  PhD project – Maria B. Line 
www.item.ntnu.no/people/personalpages/phd/maria.b.line/start 

•  Infosec blog (in Norwegian) 
 http://infosec.sintef.no 

•  The Norwegian Smartgrid Centre 
www.smartgrids.no 

•  Film: What is Smart Grids (Smartgrid-senteret; in Norwegian) 
http://youtu.be/VkFBE-Gy31Y 

•  Film: E.ON Smart Grids – a cute and informative film about SG 
http://www.youtube.com/watch?v=36e33i8wzKE  

•  NVE: Risk assessment of AMI – by SINTEF (in Norwegian): 
  www.nve.no//no/Nyhetsarkiv-/Nyheter/God-sikkerhet-grunnleggende-for-vellykket-AMS-utrulling/ 

•  Security Threats in Demo Steinkjer – by SINTEF: 
 www.sintef.no/Publikasjoner-SINTEF/Publikasjon/?pubid=SINTEF+A23351 

•  The Data Inspectorate: Guide to processing personal data in AMI 
www.datatilsynet.no/Global/english/Automatiske_maalesystemer_ENG.pdf 

•  Erik Hollnagel: An introduction to Resilience Engineering 
www.gowerpublishing.com/pdf/SamplePages/Resilience_Engineering_in_Practice_Prol.pdf 
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infosec.sintef.no 
Visit our blog:	


@mariabline	



